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DETAILED ACTION 

1. Claims 1-30 have been examined. 

Claim Objections 

2. Claim 27 and 28 are objected to because of the following informalities: 

a. Claim 27: Claim 27 depends on itself. Because of the recitation of "the 
additional data" in line 1 , it is believed claim 27 was intended to depend on claim 
26 and has been treated as such for the remainder of this office action. To 
overcome this, "unit of claim 27" should be changed to "unit of claim 26". 

b. Claim 28: There should be a period at the end of the claim, "...encryption 
system." 

Appropriate correction Is required. 

Claim Rejections - 35 USC § 102 

3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

4. Claims 1-30 are rejected under 35 U.S.C. 102(b) as being anticipated by Nerlikar 
(US Patent No. 5,629,981). 

As per independent claim 1 , Nerlikar teaches a system comprising: 
an RF ID unit (note Fig. 3A and Fig. 3B - RF ID unit is the badge); and 
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an RF ID reader, wherein tlie RF ID unit is adapted to transmit a stored ID to 
the RF ID reader, the RF ID unit adapted to encrypt a password input from a user 
interface to form an encrypted message, the RF ID unit adapted to transmit the 
encrypted message to the RF ID reader, the RF ID reader adapted to use the ID to 
obtain a key to decrypt the encrypted message with the key and to authenticate the RF 
ID unit (note Fig. 3C and Fig. 6 - shows the RF ID reader; also note column 6, line 1 1; also note 
column 7, lines "{6 -22 -the transponder is equipped with cryptographic capability; also note Fig. 1). 

As per claim 2, which is dependent on claim 1, Nerlikar teaches the system of 
claim 1 , wherein the user interface is on the RF ID unit (note column 7, line 15 - the 
input/output port allows for user interface which may be implemented on the transponder). 

As per claim 3, which is dependent on claim 1 , Nerlikar teaches the system of 
claim 1, wherein user interface is on another device that is attachable to the RF ID unit 
(note column 7, line 15- the input/output port allows for user interface which may be implemented as a 
separate device by extending the I/O port). 

As per claim 4, which is dependent on claim 1, Nerlikar teaches the system of 
claim 1 wherein the RF ID reader transmits additional data to the RF ID unit, the 
transmitted message Including an encrypted password and the additional information 

(note column 9, lines 1-40- describes information sent to the transponder by the RF ID reader; also 
note column 4, lines 1-14). 

As per claim 5, which is dependent on claim 4, Nerlikar teaches the system of 

claim 4 wherein the additional information is a timestamp (note column 8, line 11 - date, time, 

and location are additional information; also note Fig. 4). 
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As per claim 6, which is dependent on claim 1 , Nerlikar teaches the system of 
claim 1 wherein the RF ID reader and the RF ID unit use the same key (note column 11, 
lines 43-45- any currently available cryptography mechanism is useable which may include same key 
configuration; also note Fig. 1). 

As per claim 7, which is dependent on claim 1 , Nerlikar teaches the system of 
claim 1 wherein the RF ID reader and the RF ID unit use a different key (note column 11, 
lines 43-45- any currently available cryptography mechanism is useable which may include different 
key configuration: also note Fig. 1). 

As per claim 8, which is dependent on claim 7, Nerlikar teaches the system of 
claim 7 wherein the RF ID reader and the RF ID unit encrypt and decrypt using a 
public/private encryption algorithm (note column 1 1, lines 43 - 45 - any currently available 
cryptography mechanism is useable which may include public/private encryption algorithm; also note 
Fig. 1). 

As per claim 9, which is dependent on claim 1 , Nerlikar teaches the system of 
claim 1 wherein the ID is used to look up key and password (note column 4, lines i -14- 
the host computer performs these functions). 

As per claim 10, which is dependent on claim 1 , Nerlikar teaches the system of 
claim 1 wherein the RF reader is associated with an external network, the RF ID reader 
sending the ID to the external network to obtain the key, and the RF ID reader sending 
the encrypted message to the external network (note column 4, lines 1 - 14- the host 
computer performs these functions; also note Fig. 1 and Fig. 2). 
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As per claim 1 1 , which is dependent on claim 1 , Nerlikar teaches the system of 
claim 1 wherein the system is used to authenticate a user (note column 7, lines 61-64- 
identifying an individual is part of the invention). 

As per claim 12, which is dependent on claim 1 , Nerlikar teaches the system of 
claim 1 wherein the system is used to provide a secure passage of a user within a 
building (note Fig. 1 - hardware and software exists for authentication; also note column 7, lines 61 - 
64 - identifying an individual is part of the invention; also note column 13, lines 18 - 22; also note column 
1 1, lines 47-59- describes an example that may be used to accomplish secure passage function). 

As per claim 13, which is dependent on claim 1, Nerlikar teaches the system of 
claim 1 wherein the system is used for authentication (note Fig. i - hardware and software 

exists for authentication; also note column 7, lines 61-64- identifying an individual is part of the 
invention; also note column 13, lines 18 - 22; also note column 1 1, lines 47-59- describes an example 
that can be used to accomplish this function). 

As per claim 14, which is dependent on claim 13, Nerlikar teaches the system of 
claim 13 wherein the system is used for commercial transaction authentication (note 
column 3, line 64 - the system is transaction based; also note column 12, lines 43-53- commercial 
financial transaction functionality is described). 

As per claim 15, which is dependent on claim 1, Nerlikar teaches the system of 
claim 1 wherein the user interface is a keypad (note column 7, line 15- the input/output port 
allows for user interface which may be implemented as a keypad). 

As per independent claim 16, Nerlikar teaches a method comprising: 
transmitting an ID from an RF ID unit to an RF-ID reader (note column 9, lines 1-40- 
the transponder sends RF ID when interrogated)', 
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receiving a password from a user interface (note column 7, line 15 -the input/output 
port allows for user interface which may be implemented as a keypad for entering user information such 
as a password; also note column 9, last line)', 

encrypting the password to form an encrypted message (note column 7, lines 16-21 

- decryption/encryption mechanism is described; also note column 9, lines 1-40- the transponder 
sends encrypted message when interrogated; also note column 12, line 47 - biological authentication is 
allowed); and 

transmitting the encrypted message from the RF ID unit to an RF-ID reader (note 
column 9, lines 1-40- the transponder sends encrypted message when interrogated; also note Fig. 1 
and Fig. 2). 

As per claim 17, which is dependent on claim 16, Nerlikar teaches the method of 
claim 16 wherein the user interface is on the RF ID card (note column 7, line 15 -the 
input/output port allows for user interface which could be implemented on the transponder). 

As per claim 18, which is dependent on claim 16, Nerlikar teaches the method of 
claim 16 wherein the user interface is on another device attachable to the RF ID card 

(note column 7, line 15 -the input/output port allows for user interface which may be implemented as a 
separate device by extending the I/O port). 

As per claim 19, which is dependent on claim 16, Nerlikar teaches the method of 

claim 16 wherein additional data is provided from the RF ID reader to the RF ID unit, 

the RF ID unit encrypting the password along with the additional data to form the 

encrypted message (note column 9, lines 1-40- describes information sent to the transponder by 

the RF ID reader; also note column 4, lines 1 - 14). 
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As per claim 20, wliich is dependent on claim 16, Nerlikar teaches the method of 
claim 16 wherein the additional data is a time-stamp (note column 8. line 11 - date, time, and 
location are additional information: also note Fig. 4). 

As per claim 21 , which is dependent on claim 16, Nerlikar teaches the method of 
claim 16, further comprising decrypting the encrypted message (note Fig. 1 - the crypto 
module perform this function; also note column 7, lines 16-21 - decryption/encryption mechanism is 
described). 

As per claim 22, which is dependent on claim 16, Nerlikar teaches the method of 
claim 16 wherein the encryption method is a public/private encryption method (note 
column 1 1, lines 43-45- any currently available encryption/decryption method is useable; also note 
Fig. 1). 

As per claim 23, which is dependent on claim 16, Nerlikar teaches the method of 
claim 16 wherein the encryption is a hidden key encryption system (note column 11. lines 
43-45- any currently available cryptography is useable which may include hidden key encryption; also 
note Fig. 1). 

As per claim 24, which is dependent on claim 16, Nerlikar teaches the method of 
claim 16 wherein the user interface is a keypad (note column 7, line 15 -the input/output port 
allows for user interface which may be implemented as a keypad). 

As per independent claim 25, Nerlikar teaches an RF ID unit with a user interface 
(notecolumn 7, line 1 5 - the input/output port allows for user interface), the RF ID unit adapted to 
transmit a stored ID to a RF ID reader (note column 9, lines 1 - 40 -the transponder sends RF ID 
when interrogated), the RF ID unit adapted to encrypt a password input from the user 
interface to form an encrypted message (note column 7, lines 16-21 - decryption/encryption 
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mechanism is described; also note column 9, lines 1-40- the transponder sends encrypted message 
when interrogated; also note column 12, line 47 - biological authentication is allowed), the RF ID unit 

adapted to transmit the encrypted message to a RF ID reader (note column 9, lines 1-40- 

the transponder sends encrypted message when interrogated; also note Fig. 1 and Fig. 2). 

As per claim 26, which is dependent on claim 25, Nerlikar teaches the RF ID unit 
of claim 25 wherein the RF ID unit receives additional data from the RF ID reader, the 
additional data being encrypted along with the password to form the encrypted 
message (note column 9, lines 1-40- describes information sent to the transponder by the RF ID 
reader also note column 4. lines 1 - 14; also note column 9, lines 1-40). 

As per claim 27, which is dependent on claim 26, Nerlikar teaches the RF ID unit 
of claim 26 wherein the additional data is a time-stamp (note column 8. line 11 - date, time, 
and location are additional information; also note Fig. 4). 

As per claim 28, which is dependent on claim 25, Nerlikar teaches the RF ID unit 
of claim 25 wherein the encryption is a public-key/private-key encryption system (note 
column 1 1, lines 43-45- any currently available encryption/decryption method is useable; also note 
Fig. 1). 

As per claim 29, which is dependent on claim 25, Nerlikar teaches the system of 
claim 25 wherein the encryption is a hidden key encryption system (note column 11, lines 
43-45- any currently available cryptography is useable which may include hidden key encryption; also 
note Fig. 1). 

As per claim 30, which is dependent on claim 25, Nerlikar teaches the system of 
claim 25 wherein the user interface is a keypad (note column 7, line 15 - the input/output port 
allows for user interface which may be implemented as a keypad). 
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Conclusion 

5. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

Kaehler et al.(US Patent No. 6,089,284) teaches preconditioning a fuel 
dispensing system using a transponder and also a similar system to the one in this 
application. 

MacLellan et al. (US Patent No. 6,130,623) teaches encryption for modulated 
backscatter systems. 

Shafer (US Patent No. 5,942,978) teaches a wireless transmitter key for EAS tag 
detacher unit including a keypad on the smartcard. 

Heinrich et al. (US Patent No. 5,874,902) teaches a radio frequency identification 
transponder with electronic circuit enabling/disabling capability. 

Sidlauskas et al. (US Patent No. 6,133,833) teaches a wireless add-on keyboard 
system and method. 

Brunius (US Patent No. 6,204,760) teaches a security system for a building 
complex having multiple units with the use of an RFID system that authorizes valid 
users into the building. 

Inquiries 

6. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Shahin Mizan whose telephone number is 571-272- 
0687. The examiner can normally be reached on M-F 8 a.m. - 4:30 p.m. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EEC) at 866-217-9197 (toll-free). 



Shahin Mizan 
Examiner 
Art Unit 2132 
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